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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN BINH CHANH Poc lap — Tw do — Hanh phic
Sé: 151} /UBND Binh Chdnh, ngayd5 thanglt niim 2024

V/v cép nhét ban va cac 18 hong
an toan thong tin anh huong
cao va nghiém trong trong
cic san pham Microsoft

Kinh gui: Thu truong cac don vi:
- Co quan chuyén moén va don vi su nghiép
(ke ca su nghiép gido duc);
- Uy ban nhén dan x4, thi trén.

Can ctr Cong van s6 940/STTTT-CNTT ngay 20 thang 3 nam 2024 cua S&
Théng Tin va Truyén Thong vé 16 hong an toan thong tin anh hudng cao va
nghiém trong trong cic san pham Microsoft; thong tin Microsoft di phat hanh
danh sach céc ban vé 16 hong bao mat trong cac san phdm cta minh. Ban phat
hanh dic biét luu y cac 16 hong bao mat ¢6 mic do anh hudng cao va nghiém
trong (Pinh kem phu luc).

Cén cir Quyét dinh s6 2236/QD-UBND ngay 19 théng 3 nam 2024 cia Uy
ban nhan dan huyén Binh Chanh vé ban hanh Quy ché ph01 hgp tng pho, khic

phuc su ¢d dam bao an toan, an ninh mang dbi véi cac hé théng thong tin cua
huyén Binh Chanh. Uy ban nhan huyén Binh Chénh c6 y kién chi dao nhu sau:

1. Dé nghi Thu trudng céc co quan, don vi va Chu tich Uy ban nhan dén
x4, thi tran

- Tang cudng quan triét va tuyén truyén dén can bo, cong chire, vién chirc
va ngudi lao dong vé Quy ché dam bao an toan, an ninh thong tin trong hoat
dong tmg dung cong nghé thong tin, chuyén déi sé cua cic co quan, don vi quan
Iy nha nudc huyén Binh Chanh ban hanh kém theo Quyét dinh s6 6469/QD-
UBND ngay 17 thang 8 niam 2022 cia Uy ban nhan dan huyén Binh Chéanh va
Quy ché phéi hop tmg phé, khic phuc su ¢é dam bao an toan, an ninh mang d6i
v6i cac hé thong thong tin cua huyén Binh Chanh ban hanh kém theo Quyét dinh
56 2236/QD-UBND ngay 19 thang 3 nam 2024 cta Uy ban nhan dan huyén Binh
Chanh; nang cao ¥ thic trach nhiém trong viéc str dung hé thong thong tin, thuc
hién tét cac bién phéap bao dam an toan, an ninh mang; nham chi déng phong
ngua 16 thong tin ndi by, bi mat nha nudc qua mang Internet.

- Can ctr vao tinh hinh thyc té, phén céng can bg, cong chirc va vién churc
co nang luc, k¥ nang veé tin hoc trién khai, tu thuc hién hodc xem xét thué dich



vu phil hop véi nhu cau ciia don vi; kidm tra, ra soét, xéc dinh may tinh st dung
hé diéu hanh Windows c6 kha nang bi anh huong Thuc hién cap nhat ban va k1p
thoi nhim giam thidu nguy co bi tin cong, ké ca c4 nhan st dung céc san pham
Microsoft trong cong viéc.

- Tang cuong cac bién phap bao mit co ban: thu*o’ng xuyén cip nhat phan
mém diét virus va phan mém bao mét khac; Han ché truy cip vao cac trang web
khong an toan va céc email la; Ting cudng kiém soat truy cap vao hé thong
thong tin ndi bo cua don vi.

- Tang cuong gidm sat va sin sang phuong an xur 1y khi phat hién c6 dau
hidu bat ky dau hiéu khai thac, tin cong mang; bdo cdo ngay cho Trung tim dir
liéu va timg dung cong nghé thong tin Huyén (Théng qua dau méi: Ong Nguyén
Hoang Tudn, thanh vién Trung tdm, sé dién thoai di dong 0909.545.797 va
email: nhruan bmhchanh@tphcm gov.vn) dé duoc huéng dan tmg phé, khic
phuc sur ¢d, déi véi cac hé thong thong tin dung chung cta huyén Binh Chanh.

2. Giao Trung tdm Di¥ liéu va Ung dung Cong nghé¢ thong tin Huyén

- Téang cuodng glam sat va chu dong cac phuong an xur ly khi phat hién co
dau hiéu bj khai thac, tan cong mang.

- Thudng xuyén td chire kiém tra, danh gid thuc trang an toan thong tin tai
huyén Binh Chénh, tip trung gidm sét, theo ddi quy trinh quan 1y van ban sb,
email, quy trinh cdp nhat thong tin va cac quy dinh bao mat hién tai cua hé théng
thong tin ctia huyén Binh Chéanh; nghién ctru, dé xuit Uy ban nhan dan Huyén
ban hanh quy dinh vé quan ly, st dung, stra chira, thanh ly cac thiét bj k§y thuat
dién tir thong tin, vién thong phuc vu cong tac bao vé bi mat nha nudc.

- Tham muu tdng cuong ap dung cac giai phdp dam bao an toan an ninh
thong tin; thudng xuyén khao sat, danh gia, kiém tra chi tiét, toan bo hé thong
mang, ning cao chat lwong hé thong canh béo, giam sét tu dong cho mang ndi bd
va chi dong thuc hién cong tac giam sét, canh bao tir xa ddi voi hé thong théng
tin dién ttr, khong dé dbi tuong xau c6 didu kién xdm nhap, pha hoai.//£

Noi nhin:

- Nhur trén;
-TTUB;

- CVP, PCVP;

- Luu: VP-Tin hoc.
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PHU LUC

1. Thong tm'?ﬁ’i‘lﬁ/(/)ng an toan thong tin

16 h6ng bio mat trong san pham cua Microsoft
an Solb—o{B /UBND ngaylﬁ z‘hang L nim 2024

a CVE Mo ta Link tham khao
DPiém: CVSS: 9.0 (Nghiém
trong)
- M6 ta: Lo hdng trong
Wind Kerb h
1}'1 O“QS, . er?s f . https://msrc.microsoft.com/
phép doi tuong tan cong sndita
1 CVE-2024-20674 | vuot qua co ché bao vé dé p. .
. Tt it b e guide/vulnerability/CVE-
N & 810 1 9024-20674
- Anh huong: Windows 10,
Windows 11; Windows
Server 2008, 2012, 2016,
2019, 2022.
biém: CVSS: 8.8 (Nghiém
trong)
- Mb ta: L& hong trong
Microsoft SharePoint | https://msrc.microsoft.com/
Server cho phép ddi tuong | update-
024- : ; o
g, |CVERIAGRANG tan cong thuc thi ma tir xa. | guide/vulnerability/CVE-
. . _ 2024-21318
- Anh huong: Microsoft
SharePoint Server 2016,
2019; Microsoft SharePoint
Server Subscription Edition.
- Piém: CVSS: 7.8 (Cao) https://msrc.microsoft.com/
ol date-
;| CVE-2024-20677 | - M6 ta: L& héng trong i

Microsoft Office cho phép
ddi tugng tan cong thuc thi

guide/vulnerability/CVE-
2024-20677




CVE

Mo ta

Link tham khao

ma tir xa.

- Anh huéng: Microsoft

Office 2019; Microsoft
Office LTSC; Microsoft
365 Apps.

CVE-2024-20700

- Piém: CVSS: 7.5 (nghiém
trong)

- M6 ta: Lb
Windows

hong trong
Hyper-V
phép dbi tuong tan cong
thuc thi ma tir xa.

cho

- Anh huong: Windows 10,
Windows 11; Windows
Server 2019, 2022.

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2024-20700

CVE-2024-21410

- Diém: CVSS:
(Nghiém trong)

9.8

- M6 ta: Lo trong Microsoft
Exchange Server cho phép
déi tuong khong can xdac
thuc thuc hién tan cong leo
thang dic quyén. L& hdng
hién dang bi khai thac trong
thuc té.

- Anh hudng: Microsoft

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE-
2024-21410

Exchange Server 2016,

2019

- Piém: CVSS: 9.8 https://msrc.microsoft.co
CVE-2024-21413 | (Nghiém trong) m/update-

CVE-2024-21378

- M6 ta: LS hong trong
Microsoft Outlook cho phép
doi tugng tdn cong khong

guide/vulnerability/ CVE-
2024-21413

https://msrc.microsoft.co




CVE

Mo ta

Link tham khao

can xac thuc thuc thi ma tu
Xa.

- Anh huéng: Microsoft
Office, Microsoft Office
LTSC, Microsoft 365 Apps
for Enterprise, Microsoft

Outlook.

m/update-
guide/vulnerability/CVE-
2024-21378

CVE-2024-21399

- DPiém: CVSS: 8.3 (Trung
binh)

- M6 ta: Ld hong trong
Microsoft Edge
(Chromium-based) cho
phép dbi tuong tin cong
thuc thi ma tir xa.

- Anh hudéng: Microsoft
Edge (Chromium-based).

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE202
4-21399

CVE-2024-21412

- Piém: CVSS: 8.1 (Cao)

- M6 ta: LO héng trong
Internet Shortcut Files cho
phép d6i tugng tan cong
vuot qua co ché bao mat.
Lo hong hién dan bi khai
thac trong thuc té.

- Anh hudng: Windows 10,

Windows 11, Windows
Server 2019, 2022.

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE202
4-21412

CVE-2024-21379

- Piém: CVSS: 7.8 (Cao)

- M6 ta: LO hong trong
Microsoft Word cho phép
déi tuong tan cong thuc thi

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE202
4-21379




CVE

Mo ta

Link tham khao

ma tu xa.

- Anh hudng: Microsoft
Word, Microsoft Office,
Microsoft Office LTSC,
Microsoft 365 Apps for

Enterprise

10.

CVE-2024-21384

- Diém: CVSS: 7.8 (Cao)

- Mb ta: Lo hong trong
Microsoft Office OneNote
cho phép dbi tuong tan
cong thuc thi ma tir xa.

- Anh hudng: Microsoft
Office LTSC, Microsoft
365 Apps for Enterprise

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE202
4-21384

11.

CVE-2024-20673

- Diém: CVSS: 7.8 (Cao)

- M6 ta: Lo hong trong
Microsoft Office cho phép
ddi tuong tén cong thuce thi
ma tur xa.

- Anh huéng: Microsoft
Office LTSC, Microsoft
Office, Skype for Business.

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE202
4-20673

12.

CVE-2024-21351

- Piém: CVSS: 7.6 (Cao)

- M6 ta: L& héng trong
Windows SmartScreen cho
phép dbi twong tin cong
vuot qua co ché bao mat.
L& hong hién dang bi khai
thac trong thuc té.

- Anh huéng: Windows 10,

https://msrc.microsoft.com/
update-
guide/vulnerability/CVE202
4-21351




a CVE Mo ta Link tham khao

Windows 11, Windows
Server 2016, 2019, 2022

2. Huéng dan khic phuc

Bién phap t6t nhat dé khéc phuc 1 cap nhét ban va cho cac 15 héng bao
mAt noi trén theo huéng dan cia hang. Cac don vi tham khao cac ban cap nhat
pht hop cho céc san pham dang st dung tai link ngu6n tham khéo tai muc 1 cta
phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-
security-update-review

https://www.zerodayinitiative.com/blog/2024/2/13/the-february-2024-
security-update-review
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