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% LY THUYET

CHU PE D: PAO PUC, PHAP LUAT VA VAN HOA TRONG
MOI TRUONG SO. PE PHONG MQT SO TAC HAI KHI
THAM GIA INTERNET
Bai 1: MAT TRAI CUA INTERNET

1. Virus may tinh

- Virus may tinh (goi tat 12 virus) 1a mot loai phan mém c6 kha nang tu nhan ban va
lay lan qua cac thiét bi luu trit trung gian hoic qua mang.

- Phan mém diét virus 1a céng cu hitu hiéu dé ngan chan va loai bo virus may tinh
2. Mot sb tac hai khi tham gia internet;

Viéc st dung internet mot cach thiéu hiéu biét c6 thé din dén nhiéu tac hai cho nguoi
dung nhu:

- Lay nhiém virus

- Luoi suy nghi, giam kha nang sang tao

- Nghién internet

- Bi anh huéng bai nhitng noi dung xau.

- Anh hudng dén strc khoe vé thé chat 13n tinh than

3. Phong ngura tac hai khi tham gia internet

- Khéng ma nhitng Email gui tur dia chi la.

- Tu quy dinh khong sir dung Internet qua 2 gio mdi ngay.

- C gang tu suy nghi cach giai quyét truéc khi tim su trg gilp tir Internet.

- Chi truy cap nhiing trang web lanh manh theo su tu van cua nguoi lén.



PHIEU HQC TAP

1. Virus may tinh

- Virus may tinh (Qoi tAt TAVIFUS) 12 ......oeeeei e co

hoac qua mang.

- Phan mém diét virus 1a cong cu hitu hieu dé ..........cooevviieiiiiiei .

......................................... may tinh

2. Mot sb tac hai khi tham gia internet;

Em hay lya chon cac truong hop bi anh huong boi tac hai mat trai cia internet dé noi
trong bang dudi day

Tac hai khi tham gia Internet Truong hop
1. Hoa thuong vao mang xa hoi thau | a. May tinh bi lay nhiém virus do truy cap vao
dém, trong gio hoc cling 1én vao nhitng trang web la, tai vé may tép va céc
mang. website chua dugc kiém chimg do tin cay.
2. Mdi khi can giai quyét mot van b. Ludi doc sach, luoi suy nghi, dan dén mat

dé, trude tién Cuong 1én mang tim di nang lyc sang tao va ghi nhé do qua v lai
goi y. Dan dan kha ning ghi nhg va | cong cu tim kiém va kho thdng tin trén

doc 1ap suy nghi ctia Cuong bi giam | internet; khong c6 thoi quen dao sau suy nghi
s(t. dé hiéu thau dao vé mot van dé.

3. Hang van luot thanh nién bam nat | c. Nghién internet dén mirc khéng con thoi
like nhitng doan video thiéu vin héa | gian cho nhitng hoat dong lanh manh, xao
va bao luc ctia T, mot ké gian hd ndi | nhang hoc hanh, khéng hoa nhap duoc vao
tiéng trén mang x& hoi. cudc song.

4. Nhan dugc mot email thong bao d. Bi anh hudng boi nhitng ndi dung xau trén

trang thuong. Mai mao ra va nhay mang, nhiing thong tin doc hai, trai véi thuan
chudt vao lién két bén trong. Sau d6 | phong mi tuc, bi lay nhiém 16i song khong
tai khoan email cua Mai bi chiem lanh manh, tré thanh nan nhéan cua t6i pham

doat va nguoi than nhan duoc tir tai | trén mang hoac bi ra ré vao cac hoat dong phi
khoan dé ¢ nhitng tin nhan vay tién. | phap, co vil, tiép tay cho nhiing hanh vi thiéu
dao duc trén mang.




3. Phong ngura tac hai khi tham gia internet

- Khéng mo nhiing Email guri ttr ...

- Tu quy dinh khéng strdung Internet QUA ...,

khi tim sy trg gilp tir Internet.

-Chitruy CAPNNTING ...

tu van caa nguoi 16n.

* Ghi chi: Cac em hoc sinh ghi vao vo Tin hoc thuc hanh



Bai 2: SU'AN TOAN VA HQP PHAP KHI SU DUNG
THONG TIN

1. Théng tin ca nhan va tap thé

-Théng tin ca nhan cia mot ngudi 1a thong tin gan véi viéc xac dinh danh tinh cua
nguoi do.

- Thong tin tap thé Ia thdng tin gan véi viéc xac dinh cong ty hay nhém hay té chic

< Luu y: Khong duoc tly tién st dung thong tin ca nhan hay tap thé néu khdng
duoc phép. Nhitng thong tin nay dugc phap luat bao vé

2. Bao vé thong tin ca nhan
- Cai phan mém diét virus.
- Khong tiét 1 théng tin ca nhan.

- Khéng nhap mat khau trong diéu kién nguoi xung quang nhin trom hoic may tinh
khong dé ¢ ché a6 an mat khau.

- Str dung mat khau manh (it nhat 8 ki ty gém chir hoa, thuong, s6 va ki hiéu dic biét)
khong dat mat khau 1a nhitng théng tin c& nhan dé doan.

3. Chia s¢ thong tin an toan hop phap

- Kiém chung ki lwong thong tin dé dam bao thdng tin khdng bi sai léch hoac thong
tin c6 ndi dung xau va ndi dung vi pham phap luat.

- Tinh hop phap va sy an toan khi giri mail, dang ¥ kién c4 nhan, dua thong tin nguoi
khac 1én mang x& hoi va céc dién dan.

- Tranh vi pham ban quyén

* Ghi chl: Cac em hoc sinh ghi vao va Tin hoc Iy thuyét



PHIEU HQC TAP

1. Théng tin ca nhan va tap thé

Cau 1: Néu thdng tin c& nhan bao gém nhiing gi?

Cau 2: Nhitng théng tin ca nhan va tap thé can duoc bao vé 1a nhiing thdng tin gi va
6 luat quy dinh bao vé théng tin ca nhan?

Luuy:

Khong duoc tuy tién s dung thong tin .................. hay ..........ooei néu khéng
duoc phép. Nhirng thong tin nay duoc phap luat .................

2. Bao vé thong tin ca nhan

- CAIPRAN MEM oo

Khong tiét 10 theng tin .............ccooveiiiieiieeiee,

- Khéng nhap mat khau trong diéu kién nguoi xung quang nhin trom hoac may tinh
Khong @8 6 ChE A0 ....ooveveeie e

- St dung matkhau .................... (it nhat 8 ki tw gdm chir hoa, thuong, s6 va ki
hiéu dac biét) khong dat mat khau 1a nhitng thdng tin ca nhan dé doan.

3. Chia s¢ thong tin an toan hop phap

- Kiém chung ki lwong thong tin dé dam bao thong tin khdng bi .........................
hoacthong tinCco ... va noi dung vi pham phap luat.

- Tinh hop phap va sy an toan khi giri mail, dang ¥ kién c4 nhan, dua thong tin nguoi
Khac lén ..................o.oell, VACAC ..o

- Tranh vi pham ban quyén

* Ghi chi: Cac em hoc sinh ghi vao vo Tin hoc thuc hanh



BAI 3: THUC HANH PHONG VE
TRUOC ANH HUONG XAU TU INTERNET

1. Phong ngira mot so tac hai khi tham gia Internet
Bai 1. Nhan dién thong diép quang cao hay mang ndi dung xau

- Nhan biét: diém chung gitra cac email quang cdo va thu rac: giri tir dia chi la, tiéu dé
thu xung hé chung chung (“ban than mén”, “quy khach”) va mai chao hap dan.
- Xt Ii: Khong dé 16 thdng tin c& nhan (tai khoan email, facebook, zalo,...) va nhiing
tai san khac

+ Néu ké xau gia danh co quan cong an, buu dién, ngan hang de doa nan nhan,

néu nan nhan to ra so hai thi budc ho tiét 16 thong tin ca nhan hoic chuyén tién,...>
Can bao ngay cho Bo6 (me) hoac thay ¢o va co quan cong an gan nhat dé dugc ho tro

-Bién phap:
+ Dong ngay trang web dang xem.

+Khéng xem ndi dung ma xoa ngay hoic nhay chudt vao nat Bao cdo Spam dé
chuyeén buc thu rac vao hop Spam.

2. St dung phan mém diét virus

-Luén str dung phan mém diét virus va Update thuong xuyén phién ban méi (néu c6
diéu kién cé thé mua phan meém ban quyén dé viéc bao vé may tinh dugc hiéu qua hon)

- C6 thé sir dung nhiéu phan mém diét virus trén may.
- Ludn c6 dong tac Kiém tra trugc khi ma mét file, duong link, mail la...

Luu v: khdng ¢d phan mém diét virus van niang diét duoc moi virus = vi vay y thic
canh giac va hicu biét ciia nguoi st dung la yéu to quyét dinh.

3. Tao mat khau manh
- [t nhat 12 ki ty tro 18n
- GOm ¢6 chit s6, chir in thuong, chit IN HOA va mot sb ki ty dac biét.
VD: Abcd987456321@
NvT603279!@*



PHIEU HQC TAP

1. Phong ngira mot so tac hai khi tham gia Internet
Bai 1. Nhan dién thong diép quang cao hay mang noi dung xau

Cau 1: Trong c&c email trong hinh dau 13 email quang cdo, dau 1a thu rac? Tim diém
chung gitra cac email trén?

Hello Hello friend 28/08/2020. - My name is Reem Hashi..

EF Education First Ldp hoc mau truc tuyen eCampus - Hoc trude khi khéi .

Google Canh bdo bdo m@t - Thiét bj mdl da dang nhap vao 1Al k
Corde Deborah Hello dear - Hello dear My name 1a Sqt Debora Cord
Facebook Canh béo déing nhap cho Facebook for Androld - Xin ch

EF Education First Ping tri hoan giac mo du hoe | - Kham phé nude Anh v..

Email qUANG CA0 VA thU TAC .....oivveeeceee e

- Nhan biét: diém chung giita cac email quing cdo va thu rac: gui tir

.............................. , tiéu dé thu xung ho chung chung (“ban than mén”, “quy

- XU 1 Khong A8 10 ..o e, (tai khoan email, facebook,
zalo,...) va nhirng tai san khac

+ Néu ké xau gia danh co quan cong an, buu dién, ngan hang de doa nan nhan,
néu nan nhan to ra so hai thi budc ho tiét 16 thdng tin ca nhan hoac chuyeén tien,...~>
Can bao ngay cho B6 (me) hoac thay ¢o va co quan cong an gan nhat dé dugc ho tro

-Bién phap:
+Pbongngay ... dang xem.
+Khong Xem ... MA i hoac

nhay chudt vao nit B0 C40 ................. dé chuyén birc thu rac vao hop Spam.



2. Sir dung phan mém diét virus

QAW RA PHAN MEM DIET

Kaspersky VIRUT MIEN PHi
ANTI-VIRUS
= i
R ; QAVIRA
Antivirus
-Ludn st dung phan mém ...........oooooieeeiiee, va Update thuong xuyén phién

ban mai (néu co diéu kién c6 thé mua phan mém ban quyén dé viéc bao vé may tinh
duogc hiéu qua hon)

- CO thé sir dung nhiéu phan mém diét virus trén may.
-Ludncoédongtac ..............oeeennnnn. trede khi me mot file, duong link, mail la...

Luu v: khdng c6 phan mém diét virus van ning diét dugc moi virus > vi vay y thic
canh giéc va hiéu biét cua nguoi su dung la yeu to quyét dinh.

3. Tao mat khau manh
< Em thudng dit mat khau 1a gi, 6 manh ciia mat khau ?

* Ghi chi: Cac em hoc sinh ghi vao vo Tin hoc thuc hanh

Moi thac mac PHHS va HS vui 1ong lién hé:

1.CoY - zalo 0786771441
2. Thay Hiéu = zalo 0901486242



