Phu luc

NOQI DUNG PAO TAO, BOI DUONG (dw kién 1 budi)

(Pinh kém Ké hoach s6 5423KH-SGDDT ngay O3thing 12 nam 2025

cua Sé Gido duc va Ddo tqo)

Thoi
Muc tiéu | N¢i dung chinh Phwong phap lwgng
(Phat)
11 G.l ?l thicu & Gi6i thiéu Trainer, muc tiéu khoa hoc. 10
Muc ti€u
Thao luan mé: Dung danh sach thuat ngir dé
12 B canh & khf’)’i d‘(f)ng. Trh’1h b,éy Xu huéng sé‘h(')a,l, thach
‘ Su cAn thiét thire tor Al, May tinh lugng tu, va cac Case 35
Phan I: Khai | Study Ransomware, That thoat dir li€u tai
mac & Béi Viét Nam.
canh (TAm Toém tat cac tiéu chuan, quy dinh quoc té
quan trong) 1.3. Co so Phip (GDPR, NIST CSF) Vé‘tr(zng Tlu:(’r(i (LuAeflt
Iy ATTT mang, ND 85) ma td chuc can tl??n 15
thu. Luu y: Chi tdp trung vao nhiing diéu
nguoi ding cudi can biét.
Kiém tra nhanh | Dat cau hoi nhanh vé cac thuat ngir va su 5
(Q&A) kién da hoc.
rzl.gl&(‘_:i(eugzo 2‘22 Phan tich quy trinh tin coéng Phishing va
6Bng Social Engineering. Bai tép‘ tuong tac: Cho 30
.y . vi du email gid mao va yéu cau hoc vién nhan
‘ Phishing/Social dien
Phan II: Cac | Engineering o
mbi de doa Phan loai cac loai ma ddc phé bién
& Thuat | 2.2. Malware va | (Ransomware, Trojan, Spyware) va cach
ngitcoban |Rui ro  thiét | nhan biét may tinh bi nhiém. Thao luan vé 30
(Hiéu 16 rii | bi/mang rui ro khi st dung Wi-Fi cong cong va
ro) BYOD (thiét bi ca nhan).
2.3. Quy tac | Thuc hanh: Huéng dan tao mat khau manh
Vang vé Mat | theo khuyén nghj méi (dai, 1a cym tir). Giai -
khau & DPa yéu | thich nguyén taic MFA/2FA va ly do can su
t6 dung.
lf;l;;lglgé 3.1. Khung Ap dung m6 hinh Identify - P.rotect - Detect
Phit hicn .\23‘1 NIST CSF 20va |- Resporld - Recover (Nhan dlér} - Phong vé 35
Phuc h 3 Trach nhi¢m cé | - Phat hién - Phan Gng - Phuc hoéi) cho hanh

(Trach

nhan

vi ca nhan:




Thoi
Muc tiéu | N¢i dung chinh Phwong phap lwgng
(Phat)
nhiém ca - Protect: Cac bién phap phong vé (chong
nhan theo Phishing, cdp nhit phin mém, st dung
NIST CSF) VPN/chi mang cong ty).
- Detect/Respond: DAu hiéu phat hién va quy
trinh bao céo sy cb (nguo1/bd phan can lién
hé ngay 1ap ttrc).
- Recover: Nguyén tic Sao luu du phong 3-
2-1.
G101 thi€u cac dich vu va cong cu ma td chirc
dang st dung (hodc co6 thé st dung) nhu
4.1. Gi6i thiéu | VNPT SmartIR, DNS Protect, MSS dé cung 20
Giai phap hd cb niém tin vé hé théng phong thu. Luu y:
Gidi thiéu ngan gon, khong di sdu vao k¥
Phin IV: thuat.
2 an o . Yéu cau hoc vién thao luan nhanh (10 phut)
Tong két & | 4.2. Hoat dong | .. ... . p X
. o . deé giai quyét mot tinh huong ATTT thuc té
Tai nguyén | Nhom/Case , . A A 2 25
x I (vi du: Ban nhan duoc email yéu cau chuyén
ho tro Study cudi khéa | ., T, N .
tién gap tr CEO, ban s€ lam gi?).
4.3. Tong két & | y
2 ong X <. | Tong hop cac diém chinh. (Tuy chon) 10 cau
Kiém tra cudi |, ,. ~, Y , 10
, hoi trac nghiém kién thue.
khoa
240 phat

Tong thoi lwong thue té:

(4 gio)
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